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Description

In recent years, the remarkable performance of deep neural networks has led to their application across
various safety-critical domains; those include aircraft collision avoidance systems [1] as well as the medical
domain (see, e.g., [2]) In the medical domain, the reliability of neural networks is crucial, especially when
those are employed in systems used for diagnostic purposes.

At the same time, it has been shown that neural networks are susceptible to adversarial samples, where
slight input modifications result in incorrect outputs. These malicious inputs can be crafted using adversarial
attacks that typically leverage gradient information of the neural network to find perturbations to an input
within a predefined noise model that cause misclassificaton (see, e.g., [3, 4]). However, due to their
gradient-based nature, adversarial attacks may not identify every adversarial example. Thus, to accurately
assess the robustness of a given neural network, formal verification techniques are needed. Those provide
mathematical guarantees for the robustness of a given neural network by, e.g., encoding the verification
task as a Mixed Integer Programming problem [5] or by bounding the output of the neural network for
all inputs permitted by the examined noise model [6]. For an extensive overview of the state of the art in
neural network verification see, e.g., [7, 8, 9, 10].

In the medical domain, neural networks may be employed to aid physicians in diagnosing cardiovascular
diseases using electrocardiograms (ECG) [11]. In this context, it is crucial that networks are robust against
domain-specific changes in the input such as sensor noise stemming from the electrodes used for ECG
measuring. One approach to evaluate a model against such input variations is to simulate noise based on
mathematical noise models [12]. These noise models are applied to the given data, resulting in perturbed
observations on which the model is then tested. However, this approach cannot formally prove that a
neural network is resistant against all possible perturbations allowed by the noise model since those are
not enumerable [13]. While such guarantees should be of utmost importance in the medical domain,
formal verification techniques for neural networks employed in ECG classification remain unexplored to
date. However, recently substantial efforts have been made to formally verify problems encountered in
realistic application scenarios (see, e.g, [14, 15, 16]). Furthermore, there are promising advancements in
verifying more complex properties such as geometric transformations (see, e.g., [17, 13, 18]).

Therefore, we propose to use formal verification methods to assess a networks's robustness against specific
noise types from the medical domain. Instead of simulating noise, these methods use mathematical proofs
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to verify a given property and can thereby provide concrete guarantees regarding the robustness of deep-
learning-based ECG classifiers.

In summary, this work aims to investige the potential of formal neural network verification in the medical
domain by conducting a case study for deep-learning-based ECG classification. By identifying and incorpo-
rating relevant noise models into verifiable formulations, this study seeks to rigorously assess the robustness
of state-of-the-art ECG classifiers.

Preliminary Tasks

Students are encouraged to adjust this list to their own ideas:

e Conduct a literature review on the state of the art in deep-learning-based ECG classification, neural
network verification, ECG noise models and the modeling of verification properties.

e Formulate a robustness property that describes the robustness of ECG classifiers against domain-
specific noise models. This formulation should be verifiable by a state-of-the-art verification tool.

e Conduct experiments to investigate the robustness of ECG classifiers against domain-specific noise
models using the formulated robustness property.
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